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e About me, nexB and AboutCode
e (SCA) Software Composition Analysis
o Why scan code? Package identification and standards
o Why is software license, quality and versions important?
e (ode Scanning concepts, problems and solutions
o Package types, identification and dependency resolvers
o SBOMSs, Automation and SCA, why use FOSS?
e AboutCode Stack:
o ScanCode, VulnerableCode, Dejacode, PurlDB
o Who is using these tools?
e Demo and Questions

© 2024 AboutCode - Licensed under the CC-BY-SA-4.0




A b ou t Aya N AboutCode

e Core maintainer of ScanCode

o also contributes to and helps maintain other AboutCode tools:
license-expression licenseDB scancode-workbench PURLdD

e Working primarily on License detection and Package identification,
data summarization and visualization

e Google Summer of Code Mentor at AboutCode
o participant in GSoC2020 and GSoD2019
e Software developer and Analyst at nexB, Inc.
o asmahapatra@nexb.com
o GitHub: https://github.com/AyanSinhaMahapatra/
o LinkedIn: https://www.linkedin.com/in/ayansinhaju/
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https://github.com/nexB/scancode-toolkit
https://github.com/nexB/license-expression
https://scancode-licensedb.aboutcode.org/
https://github.com/nexB/scancode-workbench
https://github.com/nexB/purldb
mailto:asmahapatra@nexb.com
https://github.com/AyanSinhaMahapatra/
https://www.linkedin.com/in/ayansinhaju/

AboutCode and nexB Code

e AboutCode's FOSS-first mission: FOSS for FOSS
o Open source tools and open knowledge base (AboutCode stack)
o Simple and practical standards (Package-URL)
o Applications for Legal Business users (DejaCode, also FOSS) with APIs

e Trusted experts on Software Composition Analysis (SCA) since 2007
m Creator of Package-URL: https://github.com/package-ur|
m Co-founders of SPDX: https://spdx.org
m Contributors to CycloneDX: https://cyclonedx.org
m Co-founders of ClearlyDefined: https://clearlydefined.io
e nexB: professional services for SCA
o 800+ SCA projects completed to-date
o Sponsored development for AboutCode projects
o Technical support and advisory for SCA process, and deployments
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https://github.com/package-url
https://spdx.org
https://cyclonedx.org
https://clearlydefined.io
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The problem with modern software

INTRODUCING
THE XKCD STACK
EBNF/CSS
e Ever more FOSS software packages are reused BROKEN JAVA APPLET
o small apps routinely embed 500 FOSS packages e
o large apps: 10,000! QBASIC ON RALS
e Everyday you have new vulnerabilities, license [Ewmm”;%fm
problems and package updates in your package SOTE PECE T LERIS 50
dependency trees -
o Impossible to check this manually! FARAVIRIUAL B0Y®
. . A DEV TYPING REAL FAST
e Goal: Discover the problems and help alleviate the ioeR
) OF OUR SOFTWARE.
Paln MYSTERY NETWORKING HORROR
MCROSOFT BOB SERVER®
A GIANT CPU SOMEONE
BUILT IN MINECRAFT
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https://xkcd.com/1636/

Code
Why is Software License important?

e FOSS: Freedom
e Freedom and Responsibilities
o (Can we use the software in different scenarios?
o Can we modify and redistribute freely, under my choice of terms?
o Give credit, generate attribution
e See License categories for more details
e Copyrights:
o Copyright notices often have to be included and redistributed
e History of Litigation
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https://scancode-licensedb.aboutcode.org/help.html#license-categories
https://en.wikipedia.org/wiki/Open_source_license_litigation
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Why is identification important?

e Modifications can be released under different terms
e License could change between versions
o packages/products often decide to change their license
m https://redis.com/blog/redis-adopts-dual-source-available-licensing/
m https://www.elastic.co/blog/elastic-license-update

Redis Adopts Dual Source-Available
Licensing

Redis’ License is BSD and will remain

BSD
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https://redis.com/blog/redis-adopts-dual-source-available-licensing/
https://www.elastic.co/blog/elastic-license-update
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Why is identification important?

e Vulnerabilities are introduced and fixed by versions (or not!)
e False positives!

VulnerableCode.io Packages Vulnerabilities Documentation

Search for vulnerabilities @ CVE-2021-44228

GHSAfh8-c2jp-5v3q Remote code injection in Log4j

Vulnerability details Dependabot alerts 0

Vulnerability details:

’ Essentials | Fixed by packages (50)  Affected packages (463) | ' com.guicedee.services:log4j-core (V! <=1.2.1.2-jre17
' org.apache.logging.log4j:log4j-core (Maver >=2.13.0,<2.15.0
Vulnerability ID  VCID-bk15-3vac-aaaj >=24 <212.2
Aliases  CVE-2021-44228% >= 2.0-beta9, < 2.3.1
GHSA-jfh8-c2jp-5v3q¥
Summary  Remote code injection in Log4j
Severity scorerange  0.1-10.0 Sources:

https://public.vulnerablecode.io/vulnerabilities/VCID-bk15-3vac-aaaj?search=GHSA-{fh8-c2jp-5v3q
https://github.com/advisories/GHSA-jfh8-c2jp-5v3q

Status Published
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https://public.vulnerablecode.io/vulnerabilities/VCID-bk15-3vac-aaaj?search=GHSA-jfh8-c2jp-5v3q
https://github.com/advisories/GHSA-jfh8-c2jp-5v3q

AboutCode
Why is Software Quality important?

e Better maintained: more secure

e dependencies can be yanked from
package archives and replaced by
malicious code

e code review, branch protection and
other quality checks are important

e Great FOSS projects with open data
on quality:
o QpenSSF Scorecard

o endoflife.date MY PACKAGE MADE IT INTO DEBIAN-MAIN RECAUSE
IT LOOKED INNOCUOLS ENOVGH; NO ONE NOTICED
“LOCUSTS" IN THE DEPENDENCY LIST.

Source: https://xkcd.com/797/
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https://github.com/ossf/scorecard
https://github.com/endoflife-date/endoflife.date
https://xkcd.com/797/
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How to communicate? SBOMs

e How to disclose security
vulnerabilities in my
software?

o lots of legacy software
being used all around us

e What are the software
licenses for all the packages
used?

e Disclose to direct users, but
also to other packages
using this

© 2024 AboutCode - Licensed under the CC-BY-SA-4.0

BEST-CASE.

\WJORST-CASE

— HOLJ LONG YOU'VE. HAD YOUR SMART APPUANCE —

6 MONTHS 1 YEAR 5 YEARS |10 YEARS
YOURE CONSTANTLY SR
BEING RESCUED FROM et
PERIL BY A FACELESS 2 s
TEAM OF ENGINEERS o
WHO COULD LJANDER /
AUAY ATANY TME d
YOUR APPUANCE 15
PART OF A BOTNET RUN
BY ORGANIZED CRIME

Source: https://xked.com/1966/



https://xkcd.com/1966/
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And really why?

In the US and in Europe, it's the law.

e US presidents executive order 14028 mandates SBOM for any software
business with the federal government.

e In Europe the CRA (Cyber Resilience Act) was voted this year and mandates
SBOM, vulnerability disclosures both downstream to customers and upstream
to FOSS projects.

e Software Inventory often looked at by companies before using a software
products/acquiring other companies

e Similar legislation/requirements likely in everywhere else
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https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0454

Are these just more standards?

PackageURL (PURL):

An identifier to
uniquely identify and
download packages

Vers:

Version range
specification for
package requirements
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HOW STANDARDS PROUFERATE:

AboutCode

(65 A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

SITUATION:

THERE ARE
|4 COMPETING
STANDPRDS.

1?! RDICULoLS!

WE NEED To DEVELORP
ONE NIVERSAL STANDARD
THAT COVERS ENVERYONES

OCON:

SITUATION:
THERE. ARE
|5 COMPETING
STANDARDS.

Source: https://xked.com/927/



https://github.com/package-url/purl-spec/
https://github.com/nexB/univers/
https://xkcd.com/927/
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Who is using PackageURL and Vers?

Everyone!

GitHub Dependency Submission AP|

OWASP Dependency-Track

Two major SBOM standards: CycloneDX and SPDX

OSS Index

OSV Schema and OSV.dev (Google)

AboutCode tools: Scancode Toolkit scancode.io dejacode vulnerablecode
ORT: OSS Review Toolkit, Osselot

Anchore, Trivy, Microsoft, Chainguard, Snyk

cve.org, NVD (soon, maybe)

Vers is used at vulnerablecode, Google OSV, AppThreat vulnerability-db
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https://docs.github.com/en/rest/dependency-graph/dependency-submission
https://www.owasp.org/index.php/OWASP_Dependency_Track_Project
https://github.com/CycloneDX
https://spdx.dev
https://ossindex.sonatype.org
https://ossf.github.io/osv-schema/
https://osv.dev
https://github.com/nexB/scancode-toolkit
https://github.com/nexB/scancode.io/
https://github.com/nexB/dejacode
https://github.com/nexB/vulnerablecode
https://github.com/oss-review-toolkit/ort
https://www.osadl.org/OSSelot-The-Open-Source-Curation-Datab.share-and-reuse-foss-clearance.0.html
https://github.com/nexB/vulnerablecode
https://github.com/google/osv.dev
https://github.com/AppThreat/vulnerability-db
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PackageURL

Started in ScanCode to uniquely identify packages.

e pkg:type/namespace/name@version?qualifiers#subpath
o Specification: https://github.com/package-url/purl-spec
e PURL examples:

O

O O O

O

P
P
P
P

P

Kg.deb/debian/curl@7.50.3-17arch=i386&distro=jessie
Kg.github/package-url/purl-spec
Kg:pypi/django@1.11.1
kKg:rpm/fedora/curl@7.50.3-1.fc25

kKg:golang/google.golang.org/genproto#googleapis/api/annotations

e Vers: https://github.com/nexB/univers/
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https://github.com/package-url/purl-spec
http://google.golang.org/genproto#googleapis/api/annotations
https://github.com/nexB/univers/

The AboutCode stack: HboutCode

DejaCode

Policies Licenses
SBOM Components
Packages

Vulnerabilities
Attribution

Software
Product

Scans

FOSS
Package

|
|

e e e —
PurlDB VulnerabilityDB
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. . Code
Dependency resolution issues

e Different package versions for the same requirements
e Different results across algorithm/time/environment
e could be useful! Non-vulnerable dependency resolution

FAGE 3

DEPARTMENT COURSE DESCRIPTION PREREQS

INTERMEDIATE. COMPILER
DESIGN, WITH A FOCUS ON
DEPENDENCY RESOLUTION.

Source: https://xkcd.com/754/
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https://xkcd.com/754/
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Package identification can be hard

e (Code included from different origins
o vendored (copied partially/fully)
o distributed with binaries (maven uberjars, jars inside jars)
o Code matching (MatchCode and PurlDB)
m Exact archive and file matching
m Exact and approximate file tree and subtrees matching
e Finding source repo is not trivial:
o metadata on source repo missing/incorrect
o many binaries are compiled from the same source package/monorepo
e (Customized build systems + metadata formats together
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Where are we now?

e Proprietary solutions getting expensive with the surge of interest in SBOMs
o may not even work for large companies
e Lots of messy areas in identification.
e |s the vulnerability actually applicable?
o dependency updates are not always possible
e more automation and FOSS tooling -> more accessible
e Open data as important as open tools!
o conclude data for packages
o avoid re-scanning: peer-reviewed, analyzed and curated data
o initiatives to fix the problem at source
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Other FOSS SCA tools

ORT: OSS Review Toolkit (Uses ScanCode)
FOSSology (Uses ScanCode)

TERN (Uses ScanCode)

OWASP DependencyTrack

DepScan (and other AppThreat projects)
CycloneDx cdxgen
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AboutCode: Who is using it?

(based on public data)

Most FOSS Orgs, many commercial and open source SCA providers use our
libraries or standards

e Most FOSS Foundations.

Five of the top big tech companies

A leading database company, a leading Linux company

European and US government agencies

All major European car manufacturers and most of their vendors

Major US chip and microprocessor providers

All SBOM and VEX standards

Used to create a database of permissive code to train an open code LLM
See https://huggingface.co/blog/starcoder2
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https://huggingface.co/blog/starcoder2

AboutCode also needs your help! Cooe

e Contribute to an AboutCode project with code, T T p—

SUPPLY CHAIN PROCESSES

documentation, use cases, bug reports ———
o https://github.com/nexB i Ta

e Sponsor AboutCode project maintainers .
o Accelerate development of new features and a0y
fund contributors J
m https://github.com/sponsors/nexB
e Buy support, implementation, and advisory L _ AN ABOUTCODE
services from nexB to pay the maintainers L CARGFULLY S 2015
e Join the community: er_ll %J
o https://www.aboutcode.org/ | )

o https://gitter.im/aboutcode-org/discuss

"Dependency" by xkcd, Modified text from original
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https://github.com/nexB
https://www.aboutcode.org/
https://xkcd.com/2347/

Demo

ScanCooe
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Questions?

ScanCooe
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AboutCode
Credits

Special thanks to all the people who made and
released these excellent free resources:

> All the open source software authors that
make AboutCode possible

> xkcd comics under cc-by-nc-2.5

> Presentation template by SlidesCarnival
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